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SAP Roles (Part I)

Contents:
Overview on SAP Roles concept of SAP All-In-One

Overview on Object Based Navigation

Creating new SAP Roles in backend system

Enhancing SAP Roles based on newly available features

In this chapter you will learn more about the concept of the pre-defined roles delivered by SAP with SAP
All-In-One.

You will also be introduced to the Object Based Navigation and learn how to create or change Roles in
the backend system.

Moreover you will get to know which functional enhancements have occurred in the backend system to
support the SAP NetWeaver Business Client.
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SAP Roles (Part I): Unit Objectives

At the conclusion of this unit, you will be able to:
Explain the concept of SAP Roles within
SAP All-In-One

Connect the SAP Roles concept with the new Object Based
Navigation (OBN) features

Create SAP Roles within a SAP All-In-One system and to
enhance them with newly available features

?

At the end of this chapter you will be able to explain the concept of Roles which are pre-defined in the
backend system of SAP All-In-One as well as the idea of the Object Based Navigation

In addition you will be put in the situation to create new Roles or to tailor existing roles.
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How Roles Become Visible

Look & feel is changing from SAPGUI to SAP NetWeaver Business Client.
Nevertheless, the content to feed the navigation tree is still served by

the same source: The Profile Generator of the backend system

The maintenance of the Roles occurs with the SAP Profile Generator (transaction PFCG), which is a
powerful and mature  tool of the backend system and was already used before to serve the SAPGUI
client.

This way the existing SAP GUI can adapt to the Roles pre-defined and delivered by SAP. Visualized by
the SAP Easy Access Menu, SAPGUI can show the navigation folders as defined by the Roles.

The SAP NetWeaver Business Client selects the same Roles as it is based on the PFCG as well. So at
first, it would be expected that the navigation structure looks the same as in the SAP Easy Access Menu.
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There is a Difference in Detail

Folders with equal
names are merged
into one

Sub-Folders get
merged as well if
names are equal

Some of the items
might be set to
“invisible” in the
role. These items are
not shown in NWBC

Yet there is a difference between the display in SAP GUI and the display in the SAP NetWeaver
Business Client.

If we have a closer look at the menu, we can see that in the SAP GUI there are more entries listed than
in the SAP NetWeaver Business Client which is founded through some new features of the Profile
Generator.

As result of one of these features, the SAP NetWeaver Business Client can merge identical folders. This
ability of the client comes from an enhancement of the Profile Generator which can not be analyzed by
SAPGUI. While the SAP NetWeaver Business Client shows the navigation panel as designed, SAPGUI
shows the structure without any merging or filtering effect.

The feature of merging becomes very valuable if the Roles in the backend system are organized by
composite Roles. Composite Roles act as containers collecting standard single roles. SAP delivers its
pre-defined Roles collected in such composite Roles. Due to this fact, a partner can enhance the
customers environment by putting additional single Roles into the composites. In cases where the
naming of the folder structures is equal, it will be merged in the SAP NetWeaver Business Client. The
result becomes pretty lean and organized.

Besides the merging, you will see other elements appearing in SAPGUI but not in the SAP NetWeaver
Business Client. This is another feature, which allows to hide elements in the navigation of the SAP
NetWeaver Business Client. Advantage of this will become more clear in the next chapter, when we will
talk about the POWER Lists, a central element of the enhanced user experience.
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Roles in Backend serve different UI Elements in NWBC

Role Definitions (PFCG)
in Backend System

Role Specific
POWER Lists

Role Specific
Navigation

Role Specific
Menu Bar

The Role definitions in the backend system which are maintained with the Profile Generator constitute
the basis for three different functionalities in the SAP NetWeaver Business Client:

The Role specific navigation, which has to show up only these elements where the user has
authorization for.

Secondly, the functionality behind the “Create“ button is carried out by the Roles. Here, transactions
which allow quick creation of business objects are flagged in the Role. SAP NetWeaver Business Clients
reads this flag which results in the list shown by pressing the “Create“ button.

The third topic which is based on the Roles is the connection to the POWER Lists. This means if a user
navigates to a folder like “Customer Services” and further to its sub-folder “Sales Orders” a POWER List
will appear on the right side listing sales orders (business objects) as expected. This relationship is
defined in the Role. Again, we will come back to the  POWER Lists in the next chapter.
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NWBC Introduces Object Based Navigation

Specific business object
(e.g. display, change, delete specific object)

Object Based Navigation (OBN) allows business object driven navigation

OBN is technical based on targets which are defined in the PFCG roles.

Without the target in his role(s), an user cannot call an OBN

The Object Based Navigation refers to the business object. A business object is for example a sales
order or a billing document. The client enables for example at several points the call of transactions with
specific parameters of a certain business object.

To support OBN technically, each transaction which could be started through interaction elements like
buttons, is indicated as a target in the Role. Each target is a uniquely named within the Role and can be
called by the client.
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Generating Roles with SAP Profile Generator

Maintain Description Define Role Menu &
Transactions Specify Authorizations

Roles are maintained by the SAP Profile Generator following a sequence of three essential steps.

The first step is to create the Role and define a description for it. This consists of a name and a free text
where you could for example insert a documentation.

The second step is the maintenance of the relevant Role menu and its transactions. This menu is exactly
the same navigation structure as in visualized by the SAP NetWeaver Business Client later.

The third step is now the maintenance of the respective authorization. Adding transactions in the second
step resulted in entry fields in the authorizations tab which need to be maintained now. Assumed a
transaction was entered in step two which is used to create sales orders. Then in step three the question
would appear which kind of sales orders would be allowed to create, in which sales organization the user
could create etcetera.
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Define Role Menu – Details to Maintain

WebDynpro Settings

Transaction Settings

As mentioned in the previous slide, step two defines the menu which is displayed in the navigation panel
of the SAP NetWeaver Business Client. Here of course not only the structure of the Folders but also the
transactions a user can call. The callable transactions can be standard SAP GUI transactions, ABAP
reports, URL addresses and many more. Another variant would be the addition of Web Dynpro
transactions. This all can be set via the menu buttons “Transactions” or “other”.

Once you defined the targets you can display these via right mouse click and “Display details”.
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New Attributes in PFCG - Flags

The profile generator was enhanced with several functions for support new features of the SAP
NetWeaver Business Client. These functions are available in the menu maintenance, via the „Additional
Details“ option which can be reached through right mouse-click. The screenshot in this slides shows the
individual attributes which can be flagged in the profile generator. In detail these flags are:
Invisible: This flag is used to make items within the menu structure invisible. As the Object Based
Navigation is using the maintained items as targets, it might be an valuable option to have transactions or
reports available as targets in the role without having them visually available in the menu.
Homepage: Homepage is a flag which is set to specify the individual item as homepage. A homepage is
always rendered in the canvas area while the navigation keeps available on the left hand. This feature is
normally used for the POWER Lists as these are designed to improve the interaction with the system and
to show up business objects while navigating through the menu.
Note: Please notice that in one folder only one item should be flagged as homepage. In case you have
more than one item flagged, the homepage will be chosen randomly.
Report: Setting the Flag “Report“ indicates an item to be a report. This results in a report specific icon in
the session bar if the items gets launched. Furthermore, also in the transaction launch pad a specific icon
indicates the item to be a report instead of a transaction.
New/Create: “New/Create” indicates an item to be a transaction which creates new business objects.
This means an item flagged as such will be made visible not only through the navigation but also via the
“create” button in the SAP NetWeaver Business Client to immediately connect the user to the right
transaction.
As Service Map: Another function which is realized by the Flag “As Service Map“ is the option to display
a summary of all subfolders as homepage.. Example: The user navigates to „Customer Services“. There
is no corresponding POWER List to this folder as the various POWER Lists are connected as
homepages to the sub-folders. Yet you don‘t want to leave a blank page here on the right side but to
store information on this page. This could then be the Service Map which lists all subfolders and items
flagged with “As Service Map”.
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Specify Authorizations

We already learned in step three about the allocation “Authorizations“. Once you added transactions to
the menu maintenance, the traffic lights of the Authorizations change to yellow or red indicating that new
authorization objects are available and require maintenance.

You can access these authorizations by clicking the authorization tab and then press the button “Change
Authorization Data”. There you will find an overview about the individual authorizations that are either
maintained or need to be maintained. The authorizations which need to be maintained are marked with
yellow or red traffic lights.

After maintaining the authorizations you need to save the data via the save button. By leaving the
transaction you are asked to create a profile. By confirming this you have defined the Role and created
its Role profile.
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The Predefined Roles of SAP All-In-One

• Accounts Payable Assistant
• Accounts Receivable Assistant
• Cost Accountant
• Financial Accountant
• Shop Floor Specialist
• Production Planner
• Strategic Planner
• Engineering Specialist
• Purchaser
• Sales Person
• Warehouse Specialist

Employee
Mandatory Assignment

Optional
Assignment

SAP All-In-One delivers pre-defined Roles. Altogether they are 12 Roles which display different
functional areas of the Application.

One distinctive Role is the Role “Employee“.  This Role grants specific – mandatory - standard
authorization to each user. This is for example definition for printing, using POWER Lists in general,
using functions like display of own background jobs.
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Professional
User

Power
User

Manager

• Daily work with application • Maintenance of master data
• Application management
• Ongoing Customizing
• Support of

professional users

• Approvals
• Management reporting

Roles and Their Attributes

All pre-defined Roles delivered by SAP in SAP All-In-One follow a concept which implies three user
types:

The Professional User who gets authorizations / transactions to carry out his daily work.

A Power User who, besides the standard work of the Professional User, carries out additional activities
like the „Maintenance of master data“ or “Ongoing Customizing“.

The third user type is the Manager who has the additional authorization for “Approvals“ and
“Management reporting“.

You have to notice that the Roles only include the relevant authorization for the relevant type. This
means that a Power User would need the Professional User as well as the Power User Role to be added
to the user account.  Accordingly, the Manager user requires the Manager and the Professional User role
added to the user account.

The pre-defined Roles from SAP are classified according to a specific scope that so far had been part of
Manufacturing.
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Containers and Technical Roles

Professional User

Manager

Power User

Composite Role Single Role

SAP_KYK_PURCHASER_S

SAP_KYK_PURCHASER_K

SAP_KYK_PURCHASER_E

SAP_KYK_PURCHASER-S

SAP_KYK_PURCHASER-K

SAP_KYK_PURCHASER-E

If we look at the technical aspect of the three user types, we see a specific naming convention taking
place to reflect this user type concept.

The user types are indicated by the suffix in the Role name. “-S“ stands for standard, the Professional
User,  “-K“ for key functionality, which is the Power User and “-E“ stands for executive and therefore for
the Manager. Additionally, the minus in the suffix indicates that it is a single Role.

Single Roles are used to define the menu structure and the authorization as explained in the previous
slides.

Besides the single Roles, there are also composite Roles available. The composite Role can be seen as
container where single Roles, can be collected. The composite Roles end with a a suffix including an
underline. The last character has the same indication as described already for the single Roles.

The advantage of using containers is, that this concept can be easily enhanced by adding more roles to
the containers.
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Special: Merge Existing Roles into Composites

1 Create new composite
roles in customer
namespace

2 Add pre-delivered single roles

On top of the strategy to us composite roles, the following idea can be used to enhance the pre-delivered
roles.

As partner or customer you can - instead of creating new Roles - create new composite Roles insert
existing SAP Roles into these containers and compose a new menu structure based on the underlying
menu delivered by the single roles. This is a very convenient way of offering new menu structures easily.

If the SAP NetWeaver Business Client receives menu entries in the composite Role, it will not render the
menu information of the single roles. With this, you can keep single roles as they are while changing
there visualization through the composite role.

Note: This idea doesn’t change anything on the authorizations applied through the single roles. In case
you want to recompose the authorization you have to create new single roles or change the existing
roles.

This and the next slide show the sequence you need to follow, to create a new composite Role (Step 1),
put single Roles into it (Step 2) and to compose the menu.
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Special: Merge Existing Roles into Composites

3 Read menu of
pre-defined
single roles

SAP_KYK_AP_CLERK-S

SAP_KYK_SALESPERSON-S

4 Review elements
delivered by
pre-defined roles

5 Re-arrange and /
or remove menu
items

By pressing the “read menu” button (Step 3) on the menu tab of the composite Role, the Profile
Generator reads the menu information of the single roles and displays it in the menu of the composite
role.

As next step (4) you can now review the menu structure and can change (step 5) it by moving items to
other places or fully remove them.

Note: Replacing or removing items in the menu of the composite Role doesn’t change anything on the
single Roles. The single Roles remain as they are.
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SAP Roles (Part I): Exercise

As practice, please perform the following exercises:
Create a new SAP Role

Create a single role for a sales person (professional user),
following the SAP Roles concept

Add a subfolder “Sales Orders” to this role and add several
transactions including VA01, VA02 and VA03

Add a homepage to a folder within your role

Create a professional user composite role and attach
the new single role to it

Create a new composite role and merge two pre-defined roles

Add your new SAP Role to a user
Assign your new SAP Roles to your user

Test your new SAP Role
Start SAPGUI and login to your system with the user holding
your new SAP Role

Start your SAP NetWeaver Business Client and login to
your system with the user holding your new SAP Role

Within SAP NetWeaver Business Client, navigate to
the folder and launch the transactions

To do some practice, you should perform these exercises now.

If you have questions please ask you instructor for assistance.
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SAP Roles (Part I): Unit Summary

You are now able to:
Explain how the SAP Roles are used in SAP All-In-One and
how the Object Based Navigation can help you improving the
user experience

Create or chance SAP Roles and set up OBN the way it is
required by customers needs

!

With this, we have ended this chapter.



18

SAP AG 2007, SAP All-in-One: UE Workshop 18
JJ 2007

Copyright 2007 SAP AG. All Rights Reserved

No part of this publication may be reproduced or transmitted in any form or for any purpose without the express permission of SAP AG. The information contained herein may be
changed without prior notice.

Some software products marketed by SAP AG and its distributors contain proprietary software components of other software vendors.

Microsoft, Windows, Excel, Outlook, and PowerPoint are registered trademarks of Microsoft Corporation.

IBM, DB2, DB2 Universal Database, OS/2, Parallel Sysplex, MVS/ESA, AIX, S/390, AS/400, OS/390, OS/400, iSeries, pSeries, xSeries, zSeries, System i, System i5, System p,
System p5, System x, System z, System z9, z/OS, AFP, Intelligent Miner, WebSphere, Netfinity, Tivoli, Informix, i5/OS, POWER, POWER5, POWER5+, OpenPower and PowerPC are
trademarks or registered trademarks of IBM Corporation.

Adobe, the Adobe logo, Acrobat, PostScript, and Reader are either trademarks or registered trademarks of Adobe Systems Incorporated in the United States and/or other countries.

Oracle is a registered trademark of Oracle Corporation.

UNIX, X/Open, OSF/1, and Motif are registered trademarks of the Open Group.

Citrix, ICA, Program Neighborhood, MetaFrame, WinFrame, VideoFrame, and MultiWin are trademarks or registered trademarks of Citrix Systems, Inc.

HTML, XML, XHTML and W3C are trademarks or registered trademarks of W3C®, World Wide Web Consortium, Massachusetts Institute of Technology.

Java is a registered trademark of Sun Microsystems, Inc.

JavaScript is a registered trademark of Sun Microsystems, Inc., used under license for technology invented and implemented by Netscape.

MaxDB is a trademark of MySQL AB, Sweden.

SAP, R/3, mySAP, mySAP.com, xApps, xApp, SAP NetWeaver, and other SAP products and services mentioned herein as well as their respective logos are trademarks or registered
trademarks of SAP AG in Germany and in several other countries all over the world. All other product and service names mentioned are the trademarks of their respective companies.
Data contained in this document serves informational purposes only. National product specifications may vary.

The information in this document is proprietary to SAP. No part of this document may be reproduced, copied, or transmitted in any form or for any purpose without the express prior
written permission of SAP AG.

This document is a preliminary version and not subject to your license agreement or any other agreement with SAP. This document contains only intended strategies, developments,
and functionalities of the SAP® product and is not intended to be binding upon SAP to any particular course of business, product strategy, and/or development. Please note that this
document is subject to change and may be changed by SAP at any time without notice.

SAP assumes no responsibility for errors or omissions in this document. SAP does not warrant the accuracy or completeness of the information, text, graphics, links, or other items
contained within this material. This document is provided without a warranty of any kind, either express or implied, including but not limited to the implied warranties of merchantability,
fitness for a particular purpose, or non-infringement.

SAP shall have no liability for damages of any kind including without limitation direct, special, indirect, or consequential damages that may result from the use of these materials. This
limitation shall not apply in cases of intent or gross negligence.

The statutory liability for personal injury and defective products is not affected. SAP has no control over the information that you may access through the use of hot links contained in
these materials and does not endorse your use of third-party Web pages nor provide any warranty whatsoever relating to third-party Web pages.



19

SAP AG 2007, SAP All-in-One: UE Workshop 19
JJ 2007

Copyright 2007 SAP AG. Alle Rechte vorbehalten

Weitergabe und Vervielfältigung dieser Publikation oder von Teilen daraus sind, zu welchem Zweck und in welcher Form auch immer, ohne die ausdrückliche schriftliche
Genehmigung durch SAP AG nicht gestattet. In dieser Publikation enthaltene Informationen können ohne vorherige Ankündigung geändert werden.

Die von SAP AG oder deren Vertriebsfirmen angebotenen Softwareprodukte können Softwarekomponenten auch anderer Softwarehersteller enthalten.

Microsoft®, WINDOWS®, NT®, EXCEL®, Word®, PowerPoint® und SQL Server® sind eingetragene Marken der Microsoft Corporation.

IBM, DB2, DB2 Universal Database, OS/2, Parallel Sysplex, MVS/ESA, AIX, S/390, AS/400, OS/390, OS/400, iSeries, pSeries, xSeries, zSeries, System i, System i5, System p,
System p5, System x, System z, System z9, z/OS, AFP, Intelligent Miner, WebSphere, Netfinity, Tivoli, Informix, i5/OS, POWER, POWER5, POWER5+, OpenPower und PowerPC
sind Marken oder eingetragene Marken der IBM Corporation.

Adobe, das Adobe Logo, Acrobat, PostScript und Reader sind Marken oder eingetragene Marken von Adobe Systems Inc. in den USA und/oder anderen Ländern.

ORACLE® ist eine eingetragene Marke der ORACLE Corporation.

UNIX®, X/Open®, OSF/1® und Motif® sind eingetragene Marken der Open Group.

Citrix®, das Citrix-Logo, ICA®, Program Neighborhood®, MetaFrame®, WinFrame®, VideoFrame®, MultiWin® und andere hier erwähnte Namen von Citrix-Produkten sind Marken von
Citrix Systems, Inc.

HTML, DHTML, XML, XHTML sind Marken oder eingetragene Marken des W3C®, World Wide Web Consortium, Massachusetts Institute of Technology.

JAVA® ist eine eingetragene Marke der Sun Microsystems, Inc.

JAVASCRIPT® ist eine eingetragene Marke der Sun Microsystems, Inc., verwendet unter der Lizenz der von Netscape entwickelten und implementierten Technologie.

MaxDB ist eine Marke von MySQL AB, Schweden.

SAP, R/3, mySAP, mySAP.com, xApps, xApp, SAP NetWeaver, und weitere im Text erwähnte SAP-Produkte und -Dienstleistungen sowie die entsprechenden Logos sind Marken
oder eingetragene Marken der SAP AG in Deutschland und anderen Ländern weltweit. Alle anderen Namen von Produkten und Dienstleistungen sind Marken der jeweiligen Firmen.
Die Angaben im Text sind unverbindlich und dienen lediglich zu Informationszwecken. Produkte können länderspezifische Unterschiede aufweisen.

Die in dieser Publikation enthaltene Information ist Eigentum der SAP. Weitergabe und Vervielfältigung dieser Publikation oder von Teilen daraus sind, zu welchem Zweck und in
welcher Form auch immer, nur mit ausdrücklicher schriftlicher Genehmigung durch SAP AG gestattet.

Bei dieser Publikation handelt es sich um eine vorläufige Version, die nicht Ihrem gültigen Lizenzvertrag oder anderen Vereinbarungen mit SAP unterliegt. Diese Publikation enthält
nur vorgesehene Strategien, Entwicklungen und Funktionen des SAP®-Produkts. SAP entsteht aus dieser Publikation keine Verpflichtung zu einer bestimmten Geschäfts- oder
Produktstrategie und/oder bestimmten Entwicklungen. Diese Publikation kann von SAP jederzeit ohne vorherige Ankündigung geändert werden.

SAP übernimmt keine Haftung für Fehler oder Auslassungen in dieser Publikation. Des Weiteren übernimmt SAP keine Garantie für die Exaktheit oder Vollständigkeit der
Informationen, Texte, Grafiken, Links und sonstigen in dieser Publikation enthaltenen Elementen. Diese Publikation wird ohne jegliche Gewähr, weder ausdrücklich noch
stillschweigend, bereitgestellt. Dies gilt u. a., aber nicht ausschließlich, hinsichtlich der Gewährleistung der Marktgängigkeit und der Eignung für einen bestimmten Zweck sowie für die
Gewährleistung der Nichtverletzung geltenden Rechts.

SAP haftet nicht für entstandene Schäden. Dies gilt u. a. und uneingeschränkt für konkrete, besondere und mittelbare Schäden oder Folgeschäden, die aus der Nutzung dieser
Materialien entstehen können. Diese Einschränkung gilt nicht bei Vorsatz oder grober Fahrlässigkeit.

Die gesetzliche Haftung bei Personenschäden oder Produkthaftung bleibt unberührt. Die Informationen, auf die Sie möglicherweise über die in diesem Material enthaltenen Hotlinks
zugreifen, unterliegen nicht dem Einfluss von SAP, und SAP unterstützt nicht die Nutzung von Internetseiten Dritter durch Sie und gibt keinerlei Gewährleistungen oder Zusagen über
Internetseiten Dritter ab.


